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	Course Outcomes

	Upon successful completion of the course, the student will be able to:

	CO1
	Understand fundamental cloud computing concepts, service models, deployment models, security challenges in the cloud ecosystem.
	L2

	CO2
	Apply distributed and parallel computing paradigms in cloud environments.
	L3

	CO3
	Apply virtualization and container technologies,  federated cloud for cloud resource provisioning and application deployment.
	L3

	CO4
	Apply serverless computing, edge/fog computing, and infrastructure-as-code to design and deploy scalable cloud-based applications.
	L3




	Unit No.
	COURSE CONTENTS
	Mapped CO

	






I
	UNIT -I: Introduction to Cloud Computing Fundamentals 
Cloud computing at a glance:
· Defining a Cloud, 
· Cloud Computing Reference Model
Types of Services:
· Architecture
· Infrastructure- and hardware-as-a-service
· Platform as a service
· Software as a service
Cloud Deployment models:
· Public clouds
· Private clouds
· Hybrid clouds 
Utility-oriented computing
Cloud Computing Characteristics and Benefits
Cloud Service Providers
· Amazon Web Services
· Microsoft Azure 
Google AppEngine
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II
	UNIT-II: Cloud Enabling Technologies 
Ubiquitous Internet, 
Parallel and Distributed Computing:
· Eras of computing
· Parallel vs. distributed computing
· Elements of parallel computing
· What is parallel processing?
· Hardware architectures for parallel processing
· SISD, SIMD, MISD, MIMD Systems
· Elements of distributed computing
· General concepts and definitions
· Components of a distributed system
· Architectural styles for distributed computing
· Interprocess communication
· Message-based communication
· Models for message-based communication
· Technologies for distributed computing
· Remote procedure calls (RPC), 
· service-oriented architecture (SOA), 
· Web services, 
· Virtualization
Introduction
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III
	UNIT-III: Virtualization and Containers 
Virtualization:
· Characteristics of virtualized environments
· Increased security
· Managed execution
· Portability
· Taxonomy of virtualization techniques
· Execution virtualization
· Machine reference model
· Hardware-level virtualization
· Programming language-level virtualization
· Application-level virtualization
· Other types of virtualization
· Storage virtualization
· Network virtualization
· Desktop virtualization
· Application server virtualization
· Virtualization and cloud Computing, 
· Pros and cons of virtualization
Technology examples:
· Xen: paravirtualization
· VMware: full virtualization
Containerization
· Building blocks of containers
· Container platforms (LXC, Docker), 
· Container orchestration, 
· Docker Swarm and Kubernetes, 
· Public Cloud VM (e.g. Amazon EC2) and container (e.g. Amazon Elastic Container Service) offerings. 
	





CO1,CO3

	IV
	UNIT-IV: Cloud computing challenges 
· Economics of the cloud, 
· cloud interoperability and standards, 
· scalability and fault tolerance, 
· Energy efficiency in clouds
· Energy-efficient and green cloud computing architecture
· Federated clouds
· Characterization and definition
· Cloud federation stack
· Conceptual level
· Logical and operational level
· Infrastructural level
· Technologies for cloud federations
· Reservoir
· InterCloud
· Cloud computing security
· fundamentals of computer security, 
· cloud security architecture, 
· cloud shared responsibility model, 
· security in cloud deployment models. 

	CO1,CO3

	V
	UNIT -V: Advanced concepts in cloud computing 
Serverless computing
· Function-as-a-Service, 
· Serverless computing architecture, 
· Public cloud (e.g. AWS Lambda) and 
· open-source (e.g. OpenFaaS) serverless platforms, 

Internet of Things (IoT)
· applications, 
· cloud-centric IoT and layers, 
· edge and fog computing, 
DevOps
· Definition of DevOps
· The DevOps lifecycle
· Benefits of DevOps
· DevOps tools
Infrastructure-as-code
· Definition
· How IaC works
· IaC Tools
Quantum cloud computing
· What Is Quantum Cloud Computing?
· How Does Quantum Cloud Computing Work?
Key Applications of Quantum Cloud Computing
	CO1,CO4
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