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	CO
	COURSE OUTCOMES
	LEVEL

	CO1
	Understand the basic concepts of cybercrime and cyber forensics.
	L2

	CO2
	Apply various methods and tools to identify various cybercrimes.
	L3

	CO3
	Apply the processes of cyber forensics in collecting, preserving, and preparing of digital evidence for analysis and investigations.
	L3

	CO4
	Apply the legal perspectives of cybercrime in Indian IT Act.
	L3



	Unit No
	Topic of Syllabus to be covered
	Learning outcomes
	Teaching Mode
	
Hours Required

	Total No. of Hours
(Cumulative)
	Expected date of completion (for each unit)
	Review / Remarks
(By HOD)

	
	
	
	
	L
	T
	
	
	

	I
	Introduction to Cybercrime: Introduction
	Understand the need for cyber security 
	BB & PPT
	1
	
	1
	
	

	I
	Cybercrime: Definition and Origins of the Word
	Understanding the definition and its evolution of Cyber crimes
	BB & PPT
	1
	
	2
	
	

	I
	Cybercrime and Information Security, Who are Cybercriminals?
	Understanding the relation between Cybercrime and Information Security, and the motive of Cyber criminals
	BB & PPT
	1
	
	3
	
	

	I
	Classifications of Cybercrimes
	Identify different cybercrimes based on its target
	BB & PPT
	1
	
	4
	
	

	I
	Cyberstalking, Cybercafé and Cybercrimes
	Identify cyber safety measures to cyberstalking and cybercrimes in cybercafés.
	BB & PPT
	1
	
	5
	
	

	I
	Botnets, Attack Vector
	Gain knowledge of attack vectors and botnet-based attacks.
	BB & PPT
	1
	
	6
	
	

	I
	Proliferation of Mobile and Wireless Devices, Security Challenges Posed by Mobile Devices
	Understand the challenges associated with mobile and wireless devices.
	BB & PPT
	1
	
	7
	
	

	I
	Attacks on Mobile/Cell Phones.
	Understand various attacks mobile devices.
	BB & PPT
	1
	
	8
	
	

	II
	Tools and Methods : Proxy Servers and Anonymizers
	Explain the role of proxy servers and anonymizers while assessing their security implications.
	BB & PPT
	1
	
	9
	
	

	II
	Phishing, Password Cracking
	Recognize phishing techniques and explain methods used for password cracking
	BB & PPT
	1
	
	10
	
	

	II
	Keyloggers and Spywares
	Describe how keyloggers and spyware operate and assess their threat to information security..
	BB & PPT
	1
	
	11
	
	

	II
	Virus and Worms, Trojan Horses and Backdoors
	Differentiate between various types of malware and explain their modes of infection and impact
	BB & PPT
	1
	
	12
	
	

	II
	Steganography
	Explain steganography and identify its applications in cybercrime and data hiding.
	BB & PPT
	1
	
	13
	
	

	II
	DoS and DDoS Attacks
	Explain DoS and DDoS attacks and analyze their effects on network availability.
	BB & PPT
	1
	
	14
	
	

	II
	SQL Injection
	Understand SQL injection attacks and explain how databases are compromised through them.
	BB & PPT
	1
	
	15
	
	

	II
	Buffer Overflow
	Explain buffer overflow vulnerabilities and their exploitation in cyber-attacks.
	BB & PPT
	1
	
	16
	
	

	II
	Attacks on Wireless Networks
	Identify common wireless network attacks and suggest basic preventive measures.
	BB & PPT
	1
	
	17
	
	

	II
	Identity Theft (ID Theft).
	Explain identity theft and analyze its consequences.
	BB & PPT
	1
	
	18
	
	

	III
	Cyber Crime Investigation: Introduction
	understand the fundamentals and objectives of cybercrime investigation
	BB & PPT
	1
	
	19
	
	

	III
	Investigation Tools, eDiscovery
	identify investigation tools and explain the concept of eDiscovery.
	BB & PPT
	1
	
	20
	
	

	III
	Digital Evidence Collection, Evidence Preservation
	apply standard procedures to collect and preserve digital evidence.
	BB & PPT
	1
	
	21
	
	

	III
	E-Mail Investigation, E-Mail Tracking
	apply email investigation techniques to trace suspicious emails.
	BB & PPT
	1
	
	22
	
	

	III
	IP Tracking, E-Mail Recovery
	apply IP tracking and recovery tools to locate digital communication sources.
	BB & PPT
	1
	
	23
	
	

	III
	Hands on Case Studies, Encryption and Decryption Methods
	apply encryption and decryption techniques to secure and analyze data.
	BB & PPT
	1
	
	24
	
	

	III
	Search and Seizure of Computers
	apply legal procedures during simulated search and seizure of computers.
	BB & PPT
	1
	
	25
	
	

	III
	Recovering Deleted Evidences
	apply data recovery tools to retrieve deleted digital evidence.
	BB & PPT
	1
	
	26
	
	

	III
	Password Cracking
	apply password auditing techniques to evaluate password strength.
	BB & PPT
	1
	
	27
	
	

	IV
	Computer Forensics and Investigations: Understanding Computer Forensics
	apply forensic principles in basic computer investigations.
	BB & PPT
	1
	
	28
	
	

	IV
	Preparing for Computer Investigations
	apply investigation planning steps before conducting forensic analysis.
	BB & PPT
	1
	
	29
	
	

	IV
	Current Computer Forensics Tools: Evaluating Computer Forensics Tools
	apply evaluation criteria to select appropriate forensic tools.
	BB & PPT
	1
	
	30
	
	

	IV
	Computer Forensics Software and Hardware Tools
	use forensic software and hardware tools in controlled lab environments.
	BB & PPT
	1
	
	31
	
	

	IV
	Validating and Testing Forensics Software
	apply validation techniques to test forensic software accuracy.
	BB & PPT
	1
	
	32
	
	

	IV
	Graphics and Network Forensics
	apply forensic methods to analyze graphics and network data.
	BB & PPT
	1
	
	33
	
	

	IV
	E-mail Investigations
	apply email forensic techniques in investigation scenarios.
	BB & PPT
	1
	
	34
	
	

	IV
	Cell Phone and Mobile Device Forensics.
	apply mobile forensic tools to extract device data.
	BB & PPT
	1
	
	35
	
	

	V
	Cyber Crime Legal Perspectives: Introduction
	understand the legal framework governing cybercrime..
	BB & PPT
	1
	
	36
	
	

	V
	Cybercrime and the Legal Landscape around the World
	compare global cybercrime laws and legal practices.
	BB & PPT
	1
	
	37
	
	

	V
	The Indian IT Act
	explain key provisions of the Indian Information Technology Act situations.
	BB & PPT
	1
	
	38
	
	

	V
	Challenges to Indian Law and Cybercrime Scenario in India
	Understand the challenges faced by Indian cyber laws in combating cybercrime.
	BB & PPT
	1
	
	39
	
	

	V
	Consequences of Not Addressing the Weakness in Information Technology Act
	Explain the consequences of legal loopholes in cyber laws.
	BB & PPT
	1
	
	40
	
	

	V
	Digital Signatures and the Indian IT Act
	Understand the concept of digital signatures and their legal validity under the IT Act
	BB & PPT
	1
	
	41
	
	

	V
	Amendments to the Indian IT Act
	Describe major amendments to the Indian IT Act and their significance
	BB & PPT
	1
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	V
	Cybercrime and Punishment
	Explain penalties and punishments related to cybercrime.
	BB & PPT
	1
	
	43
	
	

	V
	Cyberlaw Technology and Students: Indian Scenario
	Explain its importance to students and responsible technology usage practices in the Indian educational context.
	BB & PPT
	1
	
	44
	
	


Legend: Teaching mode: 	BB: Black Board  	PPT: Power Point Presentation 	L: Lecture Hours	T: Tutorial Hours
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