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 UNIT I
Short Answer Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1
	What is cybercrime? How do you define it?
	CO1
	L2
	2 M

	2
	List a few cybercrimes.
	CO1
	L2
	2 M

	3
	What is Cyberterrorism.
	CO1
	L2
	2 M

	4
	What is an online fraud?
	CO1
	L2
	2 M

	5
	Who are  pedophiles?
	CO1
	L2
	2 M

	6
	What is a bot?
	CO1
	L1
	2 M

	7
	Define passive attack?
	CO1
	L1
	2 M

	8
	Who is black hat hacker?
	CO1
	L2
	2 M

	9
	What is IMEI number?
	CO1
	L2
	2 M

	10
	Define Virus.
	CO1
	L1
	2 M



Essay Type Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1 a)
	How do we classify cybercrimes? List a few cybercrimes in each.
	CO1
	L3
	5 M

	1 b)
	Explain the countermeasures to be practiced for possible attacks on mobile/cell phones.
	CO2
	L3
	5 M

	2 a)
	Is there a difference between "cybercrime" and "cyberfraud"? Explain.
	CO2
	L3
	5 M

	2 b)
	Who is White, Black & Brown hat hackers? 
	CO1
	L2
	5 M

	3 a)
	“Cybercrime is not a crime as it is a crime against software and not against a person or property”. Explain your inference on the statement
	CO2
	L3
	5 M

	3 b)
	What is Smishing?  How to protect from Smishing attacks.
	CO2
	L3
	5 M

	4 a)
	Explain the cybercrimes on an individual?
	CO2
	L3
	5 M

	4 b)
	Explain about LDAP directory and security for mobile devices.
	CO2
	L3
	5 M

	5 a)
	Explain how the pedophiles operate.
	CO2
	L3
	5 M

	5 b)
	List a few mechanisms that can be opt to limit the bot attacks on a system when using internet. 
	CO2
	L3
	5 M

	6 a)
	Explain the cybercrimes against society?
	CO2
	L3
	5 M

	6 b)
	Explain about registry settings for mobile devices.
	CO2
	L3
	5 M

	7 a)
	What is cyber stalking? What are types of stalkers, how does it work.
	CO2
	L3
	5 M

	7 b)
	Explain how RAS system security is designed for Mobile devices.
	CO2
	L3
	5 M

	8 a)
	Explain how Botnets can be used as a fuel to cybercrime.
	CO2
	L3
	5 M

	8 b)
	List the key findings for mobile security scenario.
	CO2
	L3
	5 M

	9 a)
	What are the different attacks launched with attack vector. Explain.
	CO2
	L3
	5 M

	9 b)
	What are the different types of mobile devices?
	CO1
	L2
	5 M

	10 a)
	List a few tips for safety and security while using the computer in a cybercafé.
	CO2
	L3
	5 M

	10 b)
	What kinds of attacks are possible on mobile/cell phones? Explain with examples
	CO2
	L3
	5 M



UNIT II
Short Answer Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1
	What is the difference between DoS and DDoS?
	CO1
	L2
	2 M

	2
	List the ways information can be classified. 
	CO1
	L2
	2 M

	3
	What is Geotagging. 
	CO1
	L1
	2 M

	4
	What is anti-key logger. 
	CO1
	L1
	2 M

	5
	What is polymorphic virus?
	CO1
	L2
	2 M

	6
	What is whaling?
	CO1
	L1
	2 M

	7
	What is flood attack. 
	CO1
	L2
	2 M

	8
	What is heap buffer overflow. 
	CO1
	L2
	2 M

	9
	Differentiate between Spam and hoax mails?
	CO1
	L2
	2 M

	10
	What is SSID. 
	CO1
	L2
	2 M



Essay Type Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1 a)
	What are the different phases during the attack on the network?
	CO2
	L3
	5 M

	1 b)
	What is SQL injection and what are the different countermeasures to prevent the attack?
	CO2
	L3
	5 M

	2 a)
	What is the difference between proxy server and an anonymizer?
	CO2
	L3
	5 M

	2 b)
	What are different buffer overflow attacks?
	CO2
	L3
	5 M

	3 a)
	What are the different ways of password cracking?
	CO2
	L3
	5 M

	3 b)
	Explain the following terms:
i) Scareware          ii)Malvertising            
iii)Clickjacking        iv) Ransomware
	CO2
	L3
	5 M

	4 a)
	How can key-loggers be used to commit a cybercrime?
	CO2
	L3
	5 M

	4 b)
	What is Blind SQL injection attack? Can it be prevented?
	CO2
	L3
	5 M

	5 a)
	What is the difference between a virus and a worm?
	CO2
	L3
	5 M

	5 b)
	What is Phishing? How does it work?
	CO2
	L3
	5 M

	6 a)
	What are the functions of backdoor? How to protect from backdoors and Trojans. 
	CO2
	L3
	5 M

	6 b)
	How can we classify password cracking attacks.
	CO2
	L3
	5 M

	7 a)
	What is the difference between Trojan Horses and backdoors?
	CO2
	L3
	5 M

	7 b)
	What are the various types of viruses? 
	CO2
	L3
	5 M

	8 a)
	What is the difference between steganography and cryptography?
	CO2
	L3
	5 M

	8 b)
	What is Strong, weak and random passwords? Explain about password policies that should be implemented in organization. 
	CO2
	L3
	5 M

	9 a)
	What is Identity theft. Explain with examples. 
	CO2
	L3
	5 M

	9 b)
	With neat diagrams explain how virus spreads.
	CO2
	L3
	5 M

	10 a)
	Are countermeasures employed against steganography? Explain.
	CO2
	L3
	5 M

	10 b)
	What are the various mechanisms to protect from DoS/DDoS attacks?
	CO2
	L3
	5 M



UNIT III
Short Answer Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1
	Define cybercrime investigation.
	CO1
	L1
	2 M

	2
	What is meant by digital evidence?
	CO1
	L2
	2 M

	3
	What is eDiscovery in cyber investigations?
	CO1
	L2
	2 M

	4
	Name any two cybercrime investigation tools.
	CO1
	L2
	2 M

	5
	What is e-mail header analysis?
	CO1
	L2
	2 M

	6
	What is the purpose of IP address tracking?
	CO1
	L2
	2 M

	7
	Define evidence preservation in cyber forensics.
	CO1
	L1
	2 M

	8
	What is meant by encryption?
	CO1
	L2
	2 M

	9
	What is password cracking?
	CO1
	L2
	2 M

	10
	What is meant by search and seizure of computers?
	CO1
	L2
	2 M



Essay Type Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1 a)
	Explain the concept and scope of cybercrime investigation.
	CO3
	L3
	5 M

	1 b)
	Discuss the various tools used in cybercrime investigation.
	CO3
	L3
	5 M

	2 a)
	Explain the process of eDiscovery and its importance.
	CO3
	L3
	5 M

	2 b)
	Describe the types of digital evidence encountered in cybercrimes.
	CO3
	L3
	5 M

	3 a)
	Explain the steps involved in digital evidence collection.
	CO3
	L3
	5 M

	3 b)
	Discuss the methods of preserving digital evidence to maintain its integrity.
	CO3
	L3
	5 M

	4 a)
	Explain the procedure for e-mail investigation in cybercrime cases.
	CO3
	L3
	5 M

	4 b)
	Describe the structure of an e-mail header and its forensic significance.
	CO3
	L3
	5 M

	5 a)
	Explain the concept and techniques of e-mail tracking.
	CO3
	L3
	5 M

	5 b)
	Discuss the role of IP address tracking in cybercrime investigation.
	CO3
	L3
	5 M

	6 a)
	Explain the methods of recovering deleted digital evidence.
	CO3
	L3
	5 M

	6 b)
	Discuss the importance of encryption and decryption methods in cyber investigations.
	CO3
	L3
	5 M

	7 a)
	Explain various encryption techniques used to protect digital data.
	CO3
	L3
	5 M

	7 b)
	Describe the legal procedure for search and seizure of computers.
	CO3
	L3
	5 M

	8 a)
	Explain the challenges faced during computer search and seizure operations.
	CO3
	L3
	5 M

	8 b)
	Discuss different password cracking techniques used in digital forensics.
	CO3
	L3
	5 M

	9 a)
	Explain the ethical and legal issues related to password cracking.
	CO3
	L3
	5 M

	9 b)
	Describe the process of e-mail recovery from digital storage devices.
	CO3
	L3
	5 M

	10 a)
	Discuss the role of hands-on case studies in understanding cybercrime investigation.
	CO3
	L3
	5 M

	10 b)
	Analyze a cybercrime investigation case study highlighting tools, evidence collection, and outcomes.
	CO3
	L3
	5 M



UNIT IV
Short Answer Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1
	List the items that should appear on an internal warning banner. 
	CO1
	L2
	2 M

	2
	Define fragmentation. 
	CO1
	L1
	2 M

	3
	What is live acquisition? 
	CO1
	L2
	2 M

	4
	What is a network log? 
	CO1
	L1
	2 M

	5
	What is Steganography. 
	CO1
	L2
	2 M

	6
	Define computer forensics.
	CO1
	L1
	2 M

	7
	What is the difference between bitmap and raster images? 
	CO1
	L2
	2 M

	8
	What is a server log? 
	CO1
	L1
	2 M

	9
	List few NIST tools.
	CO1
	L2
	2 M

	10
	List the purpose of SIM card. 
	CO1
	L2
	2 M



Essay Type Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1 a)
	What is professional conduct and why is it important. 
	CO3
	L3
	5 M

	1 b)
	What are the Pcap versions for UNIX/Linux and Windows. 
	CO3
	L3
	5 M

	2 a)
	Explain the types of digital crime?
	CO3
	L3
	5 M

	2 b)
	List four places where mobile device information might be stored. 
	CO3
	L3
	5 M

	3 a)
	Why should companies appoint an authorized requester for computer investigations. 
	CO3
	L3
	5 M

	3 b)
	What are the steps for examining e-mail headers?  
	CO3
	L3
	5 M

	4 a)
	What is a professional journal? What is the purpose of maintaining it. 
	CO3
	L3
	5 M

	4 b)
	List the ways you can isolate a mobile device from incoming signals. 
	CO3
	L3
	5 M

	5 a)
	What are the five required functions for computer forensics tools?  
	CO3
	L3
	5 M

	5 b)
	Explain how to identify an unknown graphics file format that your computer forensics tool doesn’t recognize. 
	CO3
	L3
	5 M

	6 a)
	What are the three modes of protection in the DiD strategy. 
	CO3
	L3
	5 M

	6 b)
	Explain the SIM file structure. 
	CO3
	L3
	5 M

	7 a)
	What are the sub functions of reconstructing drives? 
	CO3
	L3
	5 M

	7 b)
	Write a short note on forensic workstations. 
	CO3
	L3
	5 M

	8 a)
	List the procedure for reconstructing file fragments. 
	CO3
	L3
	5 M

	8 b)
	What are command line forensics tools? 
	CO3
	L3
	5 M

	9 a)
	How do we repair damaged headers? 
	CO3
	L3
	5 M

	9 b)
	Why are live acquisitions becoming more common? 
	CO3
	L3
	5 M

	10 a)
	Write a note on bitmap and raster images. 
	CO3
	L3
	5 M

	10 b)
	Explain the extraction phase in the recovery task. 
	CO3
	L3
	5 M



UNIT V
Short Answer Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1
	Define cybercrime with one suitable example.
	CO1
	L2
	2 M

	2
	What is meant by the legal landscape of cybercrime?
	CO1
	L2
	2 M

	3
	State the objective of the Indian Information Technology Act, 2000.
	CO1
	L2
	2 M

	4
	What is a digital signature under the IT Act?
	CO1
	L2
	2 M

	5
	Name any two types of cybercrimes recognized under Indian law.
	CO1
	L2
	2 M

	6
	What is meant by cyberlaw?
	CO1
	L2
	2 M

	7
	Mention any two challenges faced by India in controlling cybercrime.
	CO1
	L2
	2 M

	8
	What is the role of the Certifying Authority (CA) under the IT Act?
	CO1
	L2
	2 M

	9
	What is identity theft as per the IT Act?
	CO1
	L2
	2 M

	10
	State any two consequences of weak cyber laws in India.
	CO1
	L2
	2 M



Essay Type Questions
	Q. NO.
	QUESTION
	CO
	LEVEL
	Marks

	1 a)
	Explain the concept of cybercrime and discuss its major categories.
	CO4
	L3
	5 M

	1 b)
	Discuss the evolution of cybercrime laws around the world.
	CO4
	L3
	5 M

	2 a)
	2008 amendments to the Indian IT Act address the cybercrime issues that may emanate from cybercafe? Explain.
	CO4
	L3
	5 M

	2 b)
	Describe the salient features of the Indian Information Technology Act, 2000.
	CO4
	L3
	5 M

	3 a)
	What, in your opinion, is required on the legal front to seek world harmony and convergence to bring about global measures to fight the cybercrime challenges? Explain what you think are the areas that need country cooperation across the globe.
	CO4
	L3
	5 M

	3 b)
	Quote the Indian IT Act chapters that are relevant in the discussion of cybercrime and information security.
	CO4
	L3
	5 M

	4 a)
	Is the current law (India as well as world) adequate to prevent unlawful access to computers? Why?
	CO4
	L3
	5 M

	4 b)
	Under the Indian IT Act, is there a legal protection available for “personal data” and “sensitive personal data”? Explain how.
	CO4
	L3
	5 M

	5 a)
	Does India have adequate legal means to punish cybercriminals? Explain your view point.
	CO4
	L3
	5 M

	5 b)
	Do you feel the legal landscape around the world is integrated and harmonized? Why do you think so? Explain.
	CO4
	L3
	5 M

	6 a)
	How does the legal legislation in the Asia-Pacific region compare to that in the European Union? Explain with at least three comparative points.  
	CO4
	L3
	5 M

	6 b)
	Do you think online child safety is an issue in India? Defend your answer with examples.  
	CO4
	L3
	5 M

	7 a)
	To prevent cybercrime, how do you think the APEC framework principles as well as the Fair Information Practices (FIPs) could be applied to design a commercial website?  
	CO4
	L3
	5 M

	7 b)
	Do you think the EU legal framework is strong enough to prevent cybercrimes? Explain why you think so.  
	CO4
	L3
	5 M

	8 a)
	Explain the concept of “trust seal.” Explain how it helps as a mitigation for frauds in E-Commerce..
	CO4
	L3
	5 M

	[bookmark: _GoBack]8 b)
	Do “electronic records” have the admissibility into Indian Courts? Explain why.  
	CO4
	L3
	5 M

	9 a)
	Describe the strengths and limitations of the Indian ITA 2000. Do you think the limitations/weakness are overcome by the 2008 amendments in the Act? What would be the impact, in your view, of not addressing the current weaknesses in the Indian IT Act?
	CO4
	L3
	5 M

	9 b)
	Describe the specific challenges that exist in India with regard to the law and cybercrime scenario in India.  
	CO4
	L3
	5 M

	10 a)
	In your view, is the issue of “digital certificates” adequately addressed in the Indian IT Act? Explain why.  
	CO4
	L3
	5 M

	10 b)
	Under the current Indian law (the IT Act) what are the implications for “Certifying Authorities”?  
	CO4
	L3
	5 M
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