CYBER SECURITY

	Course Code
	23CS4601B
	Year
	III
	Semester
	II

	Course Category
	Professional Elective
	Branch
	CSE
	Course Type
	Theory

	Credits
	3
	L – T – P
	3-0-0
	Prerequisites
	Operating Systems, Computer Networks

	Continuous Evaluation:
	30
	Semester
End Evaluation:
	70
	
Total Marks:
	100



	Course Outcomes

	Upon successful completion of the course, the student will be able to:

	CO1
	Understand the basic concepts of cybercrime and cyber forensics.
	L2

	CO2
	Apply various methods and tools to identify various cybercrimes.
	L3

	CO3
	Apply the processes of cyber forensics in collecting, preserving, and preparing of digital evidence for analysis and investigations.
	L3

	CO4
	Apply the legal perspectives of cybercrime in Indian IT Act.
	L3



	Contribution of Course Outcomes towards achievement of Program Outcomes & Strength of
correlations (3:Substantial, 2: Moderate, 1:Slight)

	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PSO1
	PSO2

	CO1
	3
	
	
	
	
	
	
	
	
	
	
	
	

	CO2
	
	
	
	
	
	
	3
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	CO3
	3
	
	
	1
	
	
	
	
	
	
	
	
	

	CO4
	2
	
	
	
	
	1
	
	
	
	
	
	
	

	Avg.
	2.67
	
	
	1
	
	1
	3
	
	
	
	
	3
	



	CO1
	Understand the basic concepts of cybercrime and cyber forensics.

	PO1
	Engineering Knowledge
Justification: Engineering Knowledge is relevant because understanding cybercrime and cyber forensics requires foundational knowledge of computer systems, networks, operating systems, and security principles, which are core engineering concepts used to analyze, detect, and investigate digital crimes.

	CO2
	Apply various methods and tools to identify various cybercrimes

	PO7
	Ethics
Justification: Ethics guides professionals to use cyber tools judiciously, protecting individual rights while accurately identifying cybercrimes without personal or professional bias.

	PSO1
	Apply computing skills to build software systems.
Justification: Applying computing skills to build software systems is relevant because understanding software design and functionality helps cybersecurity professionals identify vulnerabilities, detect malicious activities, and use tools effectively to recognize and analyze cybercrimes.

	CO3
	Apply the processes of cyber forensics in collecting, preserving, and preparing of digital evidence for analysis and investigations.

	PO1
	Engineering Knowledge
Justification: Engineering Knowledge supports cyber forensics by enabling accurate use of hardware, software, and network principles to acquire, analyze, and validate digital evidence.

	PO4
	Conduct Investigations on Complex Problems
Justification: Investigating complex problems hones critical thinking and forensic skills, ensuring digital evidence is correctly analysed and applied to support thorough, accurate cyber forensic investigations.

	CO4
	Apply the legal perspectives of cybercrime in Indian IT Act.

	PO1
	Engineering Knowledge
Justification: Understanding cybercrime laws under the Indian IT Act requires knowledge of computing systems, networks, and digital technologies to correctly interpret technical offenses and apply legal provisions effectively hence justifying the relevance to Engineering Knowledge.

	PO6
	The Engineer and the World
Justification: Understanding the Indian IT Act connects engineering practice with national laws, highlighting the engineer’s role in maintaining legal compliance and digital safety. This outcome reflects how engineers must consider legal frameworks and societal impact when addressing cybercrime under the Indian IT Act.
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	CO
	Statement
	Skill
	Blooms
	Units

	CO1
	Understand the basic concepts of cybercrime and cyber forensics.
	Understand
	L2
	1,2,3,4,5

	CO2
	Apply various methods and tools to identify various cybercrimes.
	Apply
	L3
	1,2

	CO3
	Apply the processes of cyber forensics in collecting, preserving, and preparing of digital evidence for analysis and investigations.
	Apply
	L3
	3,4

	CO4
	Apply the legal perspectives of cybercrime in Indian IT Act.
	Apply
	L3
	5

	

	Unit No.
	Contents
	Mapped CO

	I
	Introduction to Cybercrime: Introduction, Cybercrime: Definition and Origins of the Word, Cybercrime and Information Security, Cyber criminals, Classifications     of Cybercrime, Cyberstalking, Cybercafe and Cybercrimes, Botnets. Attack Vector, Proliferation of Mobile and Wireless Devices, Security Challenges Posed by Mobile Devices, Attacks on Mobile/Cell Phones.
	CO1, CO2

	II
	Tools and Methods : Proxy Servers and Anonymizers, Phishing, Password Cracking, Keyloggers and Spywares, Virus and Worms, Trojan Horses and Backdoors, Steganography, DoS and DDoS Attacks, SQL Injection, Buffer Overflow, Attacks on Wireless Networks, Identity Theft (ID Theft).
	CO1, CO2

	III
	Cyber Crime Investigation: Introduction, Investigation Tools, eDiscovery, Digital Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail Tracking, IP Tracking, E-Mail Recovery, Hands on Case Studies. Encryption and Decryption Methods, Search and Seizure of Computers, Recovering Deleted Evidences, Password Cracking.
	CO1, CO3

	 IV
	Computer Forensics and Investigations: Understanding Computer Forensics, Preparing for Computer Investigations. Current Computer Forensics Tools: Evaluating Computer Forensics Tools, Computer Forensics Software Tools, Computer Forensics Hardware Tools, Validating and Testing Forensics Software, Graphics and Network Forensics, E-mail Investigations, Cell Phone and Mobile Device Forensics.
	CO1,CO3

	V
	Cyber Crime Legal Perspectives: Introduction, Cybercrime and the Legal Landscape around the World, The Indian IT Act, Challenges to Indian Law and Cybercrime Scenario in India, Consequences of Not Addressing the Weakness in Information Technology Act, Digital Signatures and the Indian IT Act, Amendments to the Indian IT Act, Cybercrime and Punishment, Cyberlaw, Technology and Students: Indian Scenario
	CO1, CO4



CO-PO Mapping
	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PSO1
	PSO2

	CO1
	√
	
	
	
	
	
	
	
	
	
	
	
	

	CO2
	
	
	
	
	
	
	√
	
	
	
	
	√
	

	CO3
	√
	
	
	√
	
	
	
	
	
	
	
	
	

	CO4
	√
	
	
	
	
	√
	
	
	
	
	
	
	


Strength of Correlation
Distribution of marks weightage to PO’s through CO’s. 
· The strength of correlation levels is based on percentage of marks distribution towards PO.
	CIE
	Test
	Test Number
	Marks

	
	Objective Exam (10)
	Objective Exam -1
	10

	
	
	Objective Exam -2
	10

	
	Assignment (5)
	Assignment -1 
	5

	
	
	Assignment - 2
	5

	
	Descriptive Exam (15)
	Descriptive Exam - 1
	15

	
	
	Descriptive Exam - 2
	15




	CO
	Skill
	Blooms
	Units
	Assessing Tools can be used to measure CO (CIE)
Marks
	Assessing Tools can be used to measure CO (SEE)
Marks

	CO1
	Understand
	L2
	1,2,3,4,5
	Objective Exam-10 
	30

	CO2
	Apply
	L3
	1,2
	Descriptive Exam –7.5
Assignment – 2.5
	15

	CO3
	Apply 
	L3
	3,4
	Descriptive Exam –5
Assignment –1.5
	15

	CO4
	Apply
	L3
	5
	Descriptive Exam –2.5 
Assignment – 1
	10



Strength of Correlation

	% of questions towards PO
	Level (Weight)

	>=20% of total marks
	3

	>=10% and <20% of total marks
	2

	< 10% of total marks 
	1



	CO
	Skill
	Bloom's
	Units
	Assessing tools can be used to measure CO (CIE) 
Marks
	CIE Total
	Assessing tools
 can be used to measure 
CO (SEE)
 Marks
	Total (CIE
+SEE)
	Percentage (%)
	Strength of Correlation
	PO

	CO1
	Understand
	L2
	1,2,3,4,5
	Objective Exam-10 
	10
	30
	40
	40%
	3
	PO1

	CO2
	Apply
	L3
	1,2
	Descriptive Exam –7.5
Assignment – 2.5
	10
	15
	25
	25%
	3
3
	
PO7,
PSO1


	CO3
	Apply
	L3
	3,4
	Descriptive Exam –5
Assignment –1.5
	5
1.5
	15
	20
1.5
	20%
1.5%
	3
1
	
PO1,
PO4


	CO4
	Apply
	L3
	5
	Descriptive Exam –2.5 
Assignment –1
	2.5
1
	10
	12.5
1
	12.5%
1%
	2
1
	PO1,
PO6



Course Articulation Matrix:

	



Contribution of Course Outcomes towards achievement of Program Outcomes & Strength of correlations (3:Substantial, 2: Moderate, 1:Slight)

	
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PSO1
	PSO2

	CO1
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	CO2
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	3
	

	CO3
	3
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	CO4
	2
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	Average
	2.67
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