CYBER SECURITY

	Course Code
	23CS4601B
	Year
	III
	Semester
	II

	Course Category
	Professional Elective
	Branch
	CSE
	Course Type
	Theory

	Credits
	3
	L – T – P
	3-0-0
	Prerequisites
	Operating Systems, Computer Networks

	Continuous Evaluation:
	30
	Semester
End Evaluation:
	70
	
Total Marks:
	100



	Course Outcomes

	Upon successful completion of the course, the student will be able to:

	CO1
	Understand the basic concepts of cybercrime and cyber forensics.
	L2

	CO2
	Apply various methods and tools to identify various cybercrimes.
	L3

	CO3
	Apply the processes of cyber forensics in collecting, preserving, and preparing of digital evidence for analysis and investigations.
	L3

	CO4
	Apply the legal perspectives of cybercrime in Indian IT Act.
	L3



	Contribution of Course Outcomes towards achievement of Program Outcomes & Strength of
correlations (3:Substantial, 2: Moderate, 1:Slight)
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	Avg.
	2.67
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	Syllabus

	Unit
No.
	CONTENTS
	Mapped
CO

	


I
	Introduction to Cybercrime: Introduction, Cybercrime: Definition and Origins of the Word, Cybercrime and Information Security, Cyber criminals, Classifications     of Cybercrime, Cyberstalking, Cybercafe and Cybercrimes, Botnets. Attack Vector, Proliferation of Mobile and Wireless Devices, Security Challenges Posed by Mobile Devices, Attacks on Mobile/Cell Phones.
	CO1,CO2

	

II
	Tools and Methods : Proxy Servers and Anonymizers, Phishing, Password Cracking, Keyloggers and Spywares, Virus and Worms, Trojan Horses and Backdoors, Steganography, DoS and DDoS Attacks, SQL Injection, Buffer Overflow, Attacks on Wireless Networks, Identity Theft (ID Theft).
	CO1,CO2





	

III
	Cyber Crime Investigation: Introduction, Investigation Tools, eDiscovery, Digital Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail Tracking, IP Tracking, E-Mail Recovery, Hands on Case Studies. Encryption and Decryption Methods, Search and Seizure of Computers, Recovering Deleted Evidences, Password Cracking
	CO1,CO3

	
IV
	Computer Forensics and Investigations: Understanding Computer Forensics, Preparing for Computer Investigations. Current Computer Forensics Tools: Evaluating Computer Forensics Tools, Computer Forensics Software Tools, Computer Forensics Hardware Tools, Validating and Testing Forensics Software, Graphics and Network Forensics, E-mail Investigations, Cell Phone and Mobile Device Forensics.
	CO1,CO3

	

V
	Cyber Crime Legal Perspectives: Introduction, Cybercrime and the Legal Landscape around the World, The Indian IT Act, Challenges to Indian Law and Cybercrime Scenario in India, Consequences of Not Addressing the Weakness in Information Technology Act, Digital Signatures and the Indian IT Act, Amendments to the Indian IT Act, Cybercrime and Punishment, Cyberlaw, Technology and Students: Indian Scenario
	CO1, CO4




	Learning Resources

	Text Books

	1. [bookmark: Forensics_and_Legal_Perspectives”,_WILEY]Sunit Belapure Nina Godbole “Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives”, WILEY, 2011.
2. Nelson Phillips and Enfinger Steuart, “Computer Forensics and Investigations”, Cengage Learning, New Delhi, 2009.

	Reference Books

	1. Michael T. Simpson, Kent Backman and James E. Corley, “Hands on Ethical Hacking and Network Defence”, Cengage, 2019.
2. [bookmark: 2)_Computer_Forensics,_Computer_Crime_In]Computer Forensics, Computer Crime Investigation by John R. Vacca, Firewall Media, New Delhi.
3. [bookmark: 3)_Alfred_Basta,_Nadine_Basta,Mary_Brown]Alfred Basta, Nadine Basta,Mary Brown and Ravinder Kumar “Cyber Security and Cyber Laws” , Cengage,2018.


	E-Resources & other digital material

	1. CERT-In Guidelines- http://www.cert-in.org.in/
2. https://www.coursera.org/learn/introduction-cybersecurity-cyber-attacks [ Online Course]
3. https://computersecurity.stanford.edu/free-online-videos [ Free Online Videos]
4. Nickolai Zeldovich. 6.858 Computer Systems Security. Fall 2014. Massachusetts Institute of Technology: MIT OpenCourseWare, https://ocw.mit.edu License: Creative Commons BY-NC-SA.






III B.Tech - II Semester (PVP23) -  Cyber Security (23CS4601B)
MICRO SYLLABUS
Text Book-1(TB1): Sunit Belapure Nina Godbole “Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives”, WILEY, 2011.
Text Book-2(TB2): Nelson Phillips and Enfinger Steuart, “Computer Forensics and Investigations”, Cengage Learning, New Delhi, 2009.

	Syllabus

	Unit
No.
	CONTENTS
	Mapped
CO

	


I
	TB1: Chapter 1.1 to 1.5
Introduction to Cybercrime: Introduction, Cybercrime: Definition and Origins of the Word, Cybercrime and Information Security, Cyber criminals, Classifications of Cybercrime, 
TB1: Chapter 2.4 to 2.7
Cyberstalking, Cybercafe and Cybercrimes, Botnets. Attack Vector, 
TB1: Chapter 3.1, 3.2, 3.3, 3.5 to 3.8
Proliferation of Mobile and Wireless Devices, Security Challenges Posed by Mobile Devices, Attacks on Mobile/Cell Phones.
	CO1,CO2

	

II
	TB1: Chapter 4 and Chapter 5
Tools and Methods : Proxy Servers and Anonymizers, Phishing, Password Cracking, Keyloggers and Spywares, Virus and Worms, Trojan Horses and Backdoors, Steganography, DoS and DDoS Attacks, SQL Injection, Buffer Overflow, Attacks on Wireless Networks, Identity Theft (ID Theft),
	CO1,CO2

	

III
	Online Material (Very basic concepts):
Cyber Crime Investigation: Introduction, Investigation Tools, eDiscovery, Digital Evidence Collection, Evidence Preservation, E-Mail Investigation, E-Mail Tracking, IP Tracking, E-Mail Recovery, Hands on Case Studies. Encryption and Decryption Methods, Search and Seizure of Computers, Recovering Deleted Evidences, Password Cracking
	CO1,CO3

	
IV
	TB2: Chapter 1
Computer Forensics and Investigations: Understanding Computer Forensics, Preparing for Computer Investigations. 
TB2: Chapter 7
Current Computer Forensics Tools: Evaluating Computer Forensics Tools, Computer Forensics Software Tools, Computer Forensics Hardware Tools, Validating and Testing Forensics Software, 
TB2: Chapter 10, 11, 12, 13
Graphics and Network Forensics, E-mail Investigations, Cell Phone and Mobile Device Forensics.
	CO1,CO3

	

V
	TB1: Chapter 6
Cyber Crime Legal Perspectives: Introduction, Cybercrime and the Legal Landscape around the World, The Indian IT Act, Challenges to Indian Law and Cybercrime Scenario in India, Consequences of Not Addressing the Weakness in Information Technology Act, Digital Signatures and the Indian IT Act, Amendments to the Indian IT Act, Cybercrime and Punishment, Cyberlaw, Technology and Students: Indian Scenario
	CO1, CO4




MODEL QUESTION PAPER


Code: 23CS4601B  PVP 23

III B.Tech - II Semester – Regular Examinations  
CYBER SECURITY
(COMPUTER SCIENCE AND ENGINEERING)
Duration: 3 hours 						Max. Marks: 70
Note: 1. This question paper contains two Parts A and B.
	2. Part-A contains 10 short answer questions. Each Question carries 2  
 	    Marks.
3. Part-B contains 5 essay questions with an internal choice from each unit.  
    Each Question carries 10 marks.
 	4. All parts of Question paper must be answered in one place.
BL – Blooms Level						 CO – Course Outcome

PART – A
	
	
	BL
	CO

	1.a)
	Define Cyber Security.
	L1
	CO1

	1.b)
	What is a cyber café?
	L2
	CO1

	1.c)
	What is the use of keylogger software?  
	L2
	CO1

	1.d)
	List any four attacks on wireless networks. 
	L1
	CO1

	1.e)
	What is encryption and decryption?
	L2
	CO1

	1.f)
	List the password cracking techniques.
	L1
	CO1

	1.g)
	What is lossless and lossy compression?
	L2
	CO1

	1.h)
	List the contents of e-mail header.
	L1
	CO1

	1.i)
	What is “trust seal”?
	L2
	CO1

	1.j)
	Compare “sensitive data” and “sensitive personal Data”?
	L2
	CO1



PART – B
	
	
	
	BL
	CO
	Max. Marks

	UNIT-I

	2
	a)
	How do we classify cybercrimes? List a few cybercrimes in each.
	L3
	CO2
	5 M

	
	b)
	What is cyber stalking? What are types of stalkers, how does it work.
	L3
	CO2
	5 M

	OR

	3
	a)
	What are the different types of cybercriminals?
	L2
	CO1
	5 M

	
	b)
	What kinds of attacks are possible on mobile/cell phones? Explain with examples
	L3
	CO2
	5 M

	
UNIT-II

	4
	a)
	What is SQL injection and what are the different countermeasures to prevent the attack?
	L3
	CO2
	5 M

	
	b)
	What are the various mechanisms to protect from DoS/DDoS attacks?
	L3
	CO2
	5 M

	OR

	5
	a)
	What is Phishing? How does it work?
	L3
	CO2
	5 M

	
	b)
	What are different types of ID theft. 
	L3
	CO2
	5 M

	
UNIT-III

	6
	a)
	What are the various tools used in investigation?
	L2
	CO3
	5 M

	
	b)
	What are the methods used in preserving digital evidence.
	L3
	CO3
	5 M

	OR

	7
	a)
	Explain the steps involved in eDiscovery process. 
	L2
	CO3
	5 M

	
	b)
	What are the requirements and techniques used in e-mail investigation?  
	L3
	CO3
	5 M

	
UNIT-IV

	8
	a)
	Explain the mechanism of public sector investigation mechanism. 
	L3
	CO3
	5 M

	
	b)
	What are the five required functions for computer forensics tools? 
	L3
	CO3
	5 M

	OR

	9
	a)
	Explain how to identify an unknown graphics file format that your computer that a forensic tool doesn’t recognize. 
	L3
	CO3
	5 M

	
	b)
	Illustrate the general procedure for making live acquisition. 
	L3
	CO3
	5 M

	
UNIT-V

	10
	a)
	Describe the specific challenges that exist in India with regard to the law and cybercrime scenario in India.
	L3
	CO4
	5 M

	
	b)
	Do you think online child safety is an issue in India? Justify your answer. 
	L3
	CO4
	5 M

	OR

	11
	a)
	What do you understand by the salient features of the Indian IT Act?
	L3
	CO3
	5 M

	
	b)
	Is the issue of “Digital Signatures” adequately addressed in Indian IT Act? Explain.
	L3
	CO4
	5 M






