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UNIT I
Short Answer Questions (2 Marks Each)
	S. NO.
	QUESTIONS
	CO
	Bloom’s Level
	MARKS

	1 
	Define Security.
	CO1
	L2
	2M

	2 
	List the different types of Security Attacks.
	CO1
	L2
	2M

	3 
	Describe about Passive Attacks.
	CO1
	L2
	2M

	4 
	List out the Principles of security.
	CO1
	L2
	2M

	5 
	Describe the different types of Security Services.
	CO1
	L2
	2M

	6 
	Describe about Active Attacks.
	CO1
	L2
	2M

	7 
	Describe the need of security.
	CO1
	L2
	2M

	8 
	List out the different types of Security approaches.
	CO1
	L2
	2M

	9 
	What is a trusted third party?
	CO1
	L2
	2M

	10 
	Define the following terms:
a. Confidentiality    b. Integrity               c. Authentication
	CO1
	L2
	2M



Long Answer Questions (10 Marks Each) 

	S. NO.
	QUESTIONS
	CO
	LEVEL
	MARKS

	1
	Explain the categories of passive and active security attacks.
	CO1
	L2
	10M

	2
	Illustrate the categories of security services.
	CO1
	L2
	10M

	3
	Explain about the   key objectives of computer security.
	CO1
	L2
	10M

	4
	a) Describe the relationship between Security Services and Security mechanisms. 
	CO1
	L2
	5M

	
	b) Outline the different types of Data Confidentiality and Data Integrity
	CO1
	L2
	5M

	5
	Explain the categories of security mechanisms with suitable examples.
	CO1
	L2
	10M

	6
	Describe in detail about model for network security and its components with a neat diagram
	CO1
	L2
	10M

	7
	a) Explian the Specific Security Mechanisms and Pervasive Security Mechanisms.
	CO1
	L2
	5M

	
	b) Describe about Principle of security.
	CO1
	L2
	5M

	8
	What are the different types of security attacks with appropriate diagrams? 	
	CO1
	L2
	10M

	9
	Explain about categories of Internet Standards
	CO1
	L2
	10M

	10
	Briefly define the terms (a) release of message contents (b) traffic analysis (c) masquerade (d) replay (e) modification of messages (f) denial of services with appropriate examples.
	CO1
	L2
	10 M

	




UNIT II
Short Answer Questions (2 Marks Each)  
	S. NO.
	QUESTIONS
	CO
	Bloom’s Level
	MARKS

	1
	Define Symmetric Cipher.
	CO1
	L2
	2M

	2
	Define Block Cipher. 
	CO1
	L2
	2M

	3
	What are the different types of Substitution Techniques?
	CO1
	L2
	2M

	4
	Explain the differences between Symmetric Cipher and Block Cipher.
	CO1
	L2
	2M

	5
	Describe about the Encryption.
	CO1
	L2
	2M

	6
	Describe about the Decryption.
	CO1
	L2
	2M

	7
	Briefly explain about DES.
	CO1
	L2
	2M

	8
	Describe the structure of AES.
	CO1
	L2
	2M

	9
	Explain public key and private key. 
	CO1
	L2
	2M

	10
	What is Brute-Force Attack?
	CO1
	L2
	2M



Long Answer Questions (10 Marks Each) 


	S. NO
	QUESTIONS
	CO
	LEVEL
	MARKS

	1
	Examine the techniques used in symmetric key cryptography by breaking down their operational steps and security assumptions.
	CO4
	L4
	10M

	2
	Examine the Key Expansion process in AES-128 by analyzing how round keys are derived from the original cipher key
	CO4
	L4
	10M

	3
	Evaluate the vulnerability of DES to brute-force attacks by analyzing its key size and design limitations.
	CO4
	L4
	10M

	4
	Analyze modern block ciphers by examining their design principles, security goals, and resistance to cryptanalytic attacks.
	CO4
	L4
	10M

	5
	Decompose the structure of the Data Encryption Standard (DES) to analyze the role of each functional component
	CO4
	L4
	10M

	6
	Determine and justify the order of the permutation group for a substitution block with 10 input and 10 output bits.
	CO4
	L4
	                  10M

	7
	Analyze the padding mechanism used in block ciphers by examining how padding bits are determined for 8-bit ASCII encoding with a 64-bit block size..
	CO4
	L4
	
10M

	8
	Examine the three core characteristics of AES by analyzing how they contribute to its security and efficiency.
	CO4
	L4
	10M

	9
	Analyze the Triple DES encryption scheme by examining how multiple encryption stages enhance security compared to DES.
	CO4
	L4
	10M

	10
	Evaluate the impact of the AES key expansion process on the overall strength and diffusion properties of the algorithm.
	CO4
	L4
	10M

	UNIT III

Short Answer Questions (2 Marks Each)  

	S. NO.
	QUESTIONS
	CO
	Bloom’s Level
	MARKS

	1
	Describe about the Symmetric Key.
	CO1
	L2
	2M

	2
	Compare the Symmetric Key and Asymmetric Key.
	CO1
	L2
	2M

	3
	Describe about the Private Key.
	CO1
	L2
	2M

	4
	Describe about the RSA.
	CO1
	L2
	2M

	5
	Describe about the Asymmetric Key.
	CO1
	L2
	2M

	6
	Describe about the Public Key.
	CO1
	L2
	2M

	7
	List the Applications for Public-Key Cryptosystems.
	CO1
	L2
	2M

	8
	Compare the Private Key and Public Key.
	CO1
	L2
	2M

	9
	Briefly describe about RSA Crypto Systems.
	CO1
	L2
	2M

	10
	What  is Elgamal Crypto system,
	CO1
	L2
	2M



Long Answer Questions (10 Marks Each) 


	S. NO
	QUESTION
	CO
	LEVEL
	MARKS

	1
	Examine the principles of Public Key Cryptosystems by decomposing their components and interactions using relevant diagrams.
		CO4
	L4



	L2
	10M

	2
	Analyze the RSA algorithm with a practical example to demonstrate the processes of key generation, encryption, and decryption 
	CO4
	L4
	10M

	3
	Evaluate the advantages of Public Key Cryptosystems by comparing them with conventional symmetric key systems.
	CO4
	L4
	10M

	4
	Break down the fundamental requirements of Public Key Cryptography and relate them to its real-world applications.
	CO4
	L4
	10M

	5
	Examine the RSA encryption and decryption workflow by solving and interpreting the results for p = 7, q = 11, e = 17, m = 8.
	CO4
	L.4
	10M

	6
	Analyze  the ElGamal Cryptographic System and illustrate its process 
	CO4
	L4
	10M

	7
	Examine the RSA-based key exchange mechanism between two communicating parties using a suitable numerical example.
	CO4
	L4
	10M

	8
	Compare and contrast the Diffie–Hellman key exchange algorithm by examining its working principles, merits, and limitations. 
	CO4
	L4
	10M

	9
	Examine the ElGamal algorithm by analyzing the interdependence of key generation, encryption, and decryption stages.
	CO4
	L4
	10M

	10
	Decompose the RSA algorithm and examine its encryption and decryption operations using p = 7, q = 11, e = 7, M = 9.
	CO4
	L4
	10M

	







UNIT IV 
Short Answer Questions (2 Marks Each)  

	S. NO.
	QUESTIONS
	CO
	Bloom’s Level
	MARKS

	1
	Define Hash function.
	CO1
	L2
	2M

	2
	List out the applications of Cryptographic Hash Functions.
	CO1
	L2
	2M

	3
	Describe the Properties of Digital Signature.
	CO1
	L2
	2M

	4
	Describe about the Message Authentication
	CO1
	L2
	2M

	5
	Describe about the Digital Signatures
	CO1
	L2
	2M

	6
	List the Attacks and Forgeries in Digital Signatures.
	CO1
	L2
	2M

	7
	Describe about the Two Simple Hash Functions
	CO1
	L2
	2M

	8
	List the Digital Signatures schemes
	CO1
	L2
	2M

	9
	What is Kerberos.
	CO1
	L2
	2M

	10
	What is symmetric key distribution.                                                                           
	CO1
	L2
	2M



Long Answer Questions (10 Marks Each) 


	S. NO.
	QUESTION
	CO
	LEVEL
	MARKS

	1
	Examine and use Modification Detection Code (MDC) and Message Authentication Code (MAC) to verify message integrity and authentication in a communication scenario.
	CO2
	L3
	10M

	2
	Demonstrate the working of the SHA algorithm by outlining the steps involved in processing and securing a given message using a neat diagram.
	CO2
	L3
	10M

	3
	Demonstrate the functioning of the Whirlpool cryptographic hash function by showing how it processes input data to produce a hash value.
	CO2
	L3
	10M

	4
	Identify and use the essential properties of a hash function to achieve message authentication in a secure system.
	CO2
	L3
	10M

	5
	Demonstrate the digital signature generation and verification process using all essential elements involved.
	CO2
	L3
	10M

	6
	Examine and use digital signature properties and requirements to validate authenticity, integrity, and non-repudiation in an application.
	CO2
	L3
	10M

	7
	Apply the ElGamal Digital Signature Scheme to demonstrate its functionality with a suitable example
	CO2
	L3
	10M

	8
	Demonstrate a secure key distribution process by selecting and using appropriate key management techniques
	CO2
	L3
	10M

	9
	Categorize the types of attacks and forgeries in Digital Signatures to determine their impact on system security.
	CO2
	L3
	10M

	10
	Demonstrate the Kerberos protocol operation by explaining how different servers cooperate to provide secure authentication.
	CO2
	L3
	10M

	


UNIT V 
Short Answer Questions (2 Marks Each)  

	S. NO.
	QUESTIONS
	CO
	Bloom’s Level
	MARKS

	1
	What is PGP
	CO1
	L2
	2M

	2
	List the various IP Security policies.
	CO1
	L2
	2M

	3
	List the Applications of IPsec
	CO1
	L2
	2M

	4
	Describe the Benefits of IPsec
	CO1
	L2
	2M

	5
	What is firewall
	CO1
	L2
	2M

	6
	Define IDS
	CO1
	L2
	2M

	7
	List the services of S/MIME.
	CO1
	L2
	2M

	8
	List the differences between MIME and S/MIME.
	CO1
	L2
	2M

	9
	Write about IKE
	CO1
	L2
	2M

	10
	What is ISAKMP
	CO1
	L2
	2M




Long Answer Questions (10 Marks Each) 


	S. NO
	QUESTIONS
	CO
	LEVEL
	MARKS

	1
	Apply PGP services to ensure confidentiality and authentication.
	CO3
	L3
	10M

	2
	Apply the TS004C alert protocol for safety in Transport Layer Security
	CO3
	L3
	10M

	3
	Apply IKE and ISAKMP protocols to establish and manage Security Associations in an IPSec-based network.
	CO3
	L3
	10M

	4
	Demonstrate the functioning of SSL architecture in securing client–server communication
	CO3
	L3
	10M

	5
	Select and justify an appropriate IP version (IPv4 or IPv6) for a given network deployment scenario.
	CO3
	L3
	10M

	6
	Construct the PGP message format for secure communication from User A to User B without compression.
	CO3
	L3
	10M

	7
	Implement suitable cryptographic techniques to protect e-mail communication against confidentiality and integrity attacks
	CO3
	L3
	10M

	8
	Differentiate the use of Transport Mode and Tunnel Mode of IPSec in securing data for different communication scenarios.
	CO3
	L3
	10M

	9
	Apply PGP and S/MIME mechanisms in secure e-mail communication.
	CO3
	L3
	10M

	10
	Demonstrate the TLS Handshake Protocol used to establish a secure session between a client and a server.
	CO3
	L3
	10M






Course Coordinator								HOD
