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       Max. Marks: 70
Note:   1. This question paper contains two Parts A and B.

2.  Part-A contains 10 short answer questions. Each Question carries 2 Marks.
3.  Part-B contains 5 essay questions with an internal choice from each unit. Each
     question carries 10 marks.
4. All parts of Question paper must be answered in one place.
BL – Bloom’s Level                                                                                      CO – Course Outcome
PART-A
10 x 2 = 20 Marks
	Q. NO. 
	QUESTION
	CO
	BL
	MAX

MARKS

	1. a)
	What are three primary security goals of cryptography?
	CO1
	L2
	2M

	1.b)
	What are security mechanisms?
	CO1
	L2
	2M

	1.c)
	Define block cipher.
	CO1
	L2
	2M

	1.d)
	What is Brute-Force Attack?
	CO1
	L2
	2M

	1.e)
	What is public key cryptography?
	CO1
	L2
	2M

	1.f)
	What is Elgamal Crypto system?
	CO1
	L2
	2M

	1.g)
	List out the applications of Cryptographic Hash Functions.
	CO1
	L2
	2M

	1.h)
	List the Attacks and Forgeries in Digital Signatures.
	CO1
	L2
	2M

	1.i)
	What services does PGP provide?
	CO1
	L2
	2M

	1.j)
	What is ISAKMP?
	CO1
	L2
	2M


PART –B                                                   5x10=50 Marks
	Q. NO.
	QUESTION
	CO
	BL
	MAX

MARKS

	UNIT-I

	2
	(a)
	Explain the internetwork security model with a neat diagram and explain its components.
	L2
	CO1
	5 M

	
	(b)
	Explain about Specific Security Mechanisms and Pervasive Security Mechanisms.
	L2
	CO1
	5 M

	OR

	3
	
	Illustrate about Security Services in detail.
	L2
	CO1
	10 M

	UNIT-II

	4
	a)
	Analyze why DES is vulnerable to brute-force attacks.
	L4
	CO4
	5 M

	
	b)
	Analyze how the key expansion process impacts the overall strength of AES.
	L4
	CO4
	5 M

	OR

	5
	Analyze and Apply SubBytes, ShiftRows, MixColumns, and AddRoundKey in one AES round.
	L4
	CO4
	10 M

	UNIT-III

	6
	Analyze the RSA algorithm with a practical example to demonstrate the processes of key generation, encryption, and decryption
	L4
	CO4
	10 M

	OR

	7
	Anlayze Encryption and Decryption in Elliptic Curve Cryptography with an example
	L4
	CO4
	10M

	UNIT-IV

	8
	a)
	Apply hash functions to verify message integrity in data transmission.
	L3
	CO2
	5M

	
	b)
	Apply digital signatures to ensure authentication and non-repudiation.
	L3
	CO2
	5M

	OR

	9
	a)
	Apply SHA-512 hash functions to generate message digests for a given input and demonstrate how they are used to ensure data integrity.
	L3
	CO2
	5M

	
	b)
	Explain symmetric key distribution using a trusted third party.
	L2
	CO2
	5M

	UNIT-V

	10
	a)
	Apply PGP services to ensure confidentiality and authentication.
	L3
	CO3
	5M

	
	b)
	Apply PGP and S/MIME mechanism in secure e-mail communication with real-world usage scenarios.
	L3
	CO3
	5M

	OR

	11
	a)
	Illustrate about Handshake protocol 
	L2
	CO3
	5M 

	
	b)
	Explain the roles of IKE and ISAKMP in IPSec.
	L3
	CO3
	5M
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