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Symmetric Cryptography



Introduction

* Cryptography is the science of makin
information secure in the presence o
adversaries.

* P, E, C, and D represent plaintext, encryption,
ciphertext, and decryption.

* Entity: Either a person or system that sends,
receives, or performs operations on data

. 3ender: This is an entity that transmits the
ata

* Receiver: This is an entity that takes delivery
of the data

* Adversary: This is an entity that tries to
circumvent the security service

* Key: A key is data that is used to encrypt or
decrypt other data

 Channel: Channel provides a medium of
communication between entities
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A model of the generic encryption and decryption model




Mathematics behind Cryptography

* Asetis a collection of distinct objects, for example, X={1, 2, 3, 4, 5}.

* A group is a commutative set with one operation that combines two elements of
tflwe set. The group operation is closed and associated with a defined identity
element.

* Closure cIosed? means that if, for example, elements A and B are in the set, then
tﬂe resultant element after performing an operation on the elements is also in
the set.

* Associative means that the grouping of elements does not affect the result of the
operation.

* A field is a set that contains both additive and multiplicative groups. the
distributive law is also applied. The law dictates that the same sum or product
will be produced even if any of the terms or factors are reordered.

* A finite field is one with a finite set of elements. Also known as Galois fields,
these structures are of particular importance in cryptography as they can be used
to produce accurate and error-free results of arithmetic operations.



* The order is the number of elements in a field. It is also known as the cardinality
of the field.

* An abelian group is formed when the operation on the elements of a set is
commutative. The commutative law means that changing the order of the
elements does not affect the result of the operation, for example, A X B = B X A.

* A prime field is a finite one with a prime number of elements. It has specific rules
for addition and multiplication, and each nonzero element in the field has an
inverse. Addition and multiplication operations are performed modulo p, that is,
prime.

* If more than one operation can be defined over an abelian group, that group
becomes a ring. A ring must have closure and associative and distributive
properties.

* A cyclic group is a type of group that can be generated by a single element called
the group generator.

* Also known as clock arithmetic, numbers in modular arithmetic wrap around
when they reach a certain fixed number. This fixed number is a positive number
called modulus, and all operations are performed concerning this fixed number.



Cryptography services

* Confidentiality is the assurance that information is only available to
authorized entities.

* Authentication provides assurance about the identity of an entity or the
validity of a message.
e Entity authentication
* Data origin authentication

* Non-repudiation is the assurance that an entity cannot deny a previous
commitment or action by providing incontrovertible evidence. It is a
security service that offers definitive proof that a particular activity has
occurred.

* Accountability is the assurance which states that actions affecting security
can be traced back to the responsible party. This is usually provided by
logging and audit mechanisms in systems where a detailed audit is required
due to the nature of the business.



Entity authentication

* Traditionally, users are issued a username and password that is used to
gain access to the various platforms with which they are working. This
practice is known as single-factor authentication, as there is only one
factor involved, namely, something you know, that is, the password and
username.

* This type of authentication is not very secure for a variety of reasons, for
example, password leakage; therefore, additional factors are now
commonly used to provide better security. The use of additional
techniques for user identification is known as multifactor authentication
(or two-factor authentication if only two methods are used).

* The first factor is something you have, such as a hardware token or a smart card. In
this case, a user can use a hardware token in addition to login credentials to gain
access to a system. the login password is also used in conjunction with the hardware
token.

* The second factor is something you are, which uses biometric features to identify the
user.



Data origin authentication

* Also known as message authentication, data origin authentication is
an assurance that the source of the information is indeed verified.
Data origin authentication guarantees data integrity because if a
source is corroborated, then the data must not have been altered.

* Message Authentication Codes (MACs)
 Digital signatures



Cryptographic primitives

* Cryptographic primitives are the basic building blocks of a security protocol or system.

* A security protocol is a set of steps taken to achieve the required security goals by
utilizing appropriate security mechanisms. Various types of security protocols are in use,

such asI authentication protocols, non-repudiation protocols, and key management
protocols.
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Symmetric cryptography

 Symmetric cryptography refers to a type of cryptography where the key
that is used to encrypt the data is the same one that is used for decrypting

the data. Thus, it is also known as shared key cryptography.

* The key must be established or agreed upon before the data exchange
occurs between the communicating parties. This is the reason it is also

called secret key cryptography.

* There are two types of symmetric ciphers:

* Stream ciphers ex: RC4 and A5
* Block ciphers ex: Data Encryption Standard (DES) and Advanced Encryption Standard (AES).




Stream ciphers

* Stream ciphers are encryption algorithms that apply encryption algorithms
on a bit-by-bit basis (one bit at a time) to plaintext using a keystream.

* There are two types of stream ciphers:

* Synchronous stream ciphers are those where the keystream is dependent only on
the key

* Asynchronous stream ciphers have a keystream that is also dependent on the
encrypted data

* In stream ciphers, encryption and decryption are the same function
because they are simple modulo-2 additions or XOR operations.

e The fundamental requirement in stream ciphers is the security and
randomness of keystreams. Various techniques ranging from
pseudorandom number generators to true random number generators
implemented in hardware have been developed to generate random
numbers
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Block ciphers

* Block ciphers are encryption algorithms that break up the text to be encrypted
(plaintext) into blocks of a fixed length and apply the encryption block-by-
block. Block ciphers are generally built using a design strategy known as a
Feistel cipher.

 Recent block ciphers, such as AES (Rijndael) have been built using a
combination of substitution and permutation called a Substitution-
Permutation Network (SPN).

* This structure is based on the idea of combining multiple rounds of repeated

operations to achieve desirable cryptographic properties known as confusion
and diffusion.

* Confusion makes the relationship between the encrypted text and plaintext complex. This
is achieved by substitution. In modern cryptographic algorithms, substitution is
performed using lookup tables called Sboxes. In practice, this is achieved by transposition
or permutation.

* The diffusion property spreads the plaintext statistically over the encrypted data. This
ensures that even if a single bit is changed in the input text, it results in changing at least
half (on average) of the bits in the ciphertext.

* Feistel networks operate by dividing data into two blocks (left and right) and
processing these blocks via keyed round functions in iterations to provide
sufficient pseudorandom permutation.



* Block encryption mode

* In block encryption mode, the
Flaintext is divided into blocks of
ixed length depending on the tyﬁe
of cipher wused. Then the
encryption function is applied to
each block.

* Various modes of operation for
block ciphers are
* Electronic Code Book (ECB),
e Cipher Block Chaining (CBC),
e Output Feedback (OFB) mode, and
e Counter (CTR) mode.

* These modes are used to specify
the way in which an encryption
function is applied to the plaintext.
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Electronic Code Book

* Electronic Code Book (ECB) is a basic mode of operation in which the encrypted
data is produced as a result of applying the encryption algorithm one-by-one to
each block of plaintext.

* This is the most straightforward mode, but it should not be used in practice as it
is insecure and can reveal information.
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Cipher Block Chaining

* In Cipher Block Chaining (CBC) mode, each block of plaintext is XOR'd with the
previously-encrypted block.

* CBC mode uses the Initialization Vector (IV) to encrypt the first block. It is
recommended that the IV be randomly chosen
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Counter mode
* The Counter (CTR) mode effectively uses a block cipher as a stream cipher.

* I[n this case, a unique nonce is supplied that is concatenated with the counter
value to produce a keystream
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Keystream generation mode

* In keystream generation mode, the encryption function generates a keystream
that is then XOR'd with the plaintext stream to achieve encryption.

Message authentication mode

* |[n message authentication mode, a Message Authentication Code (MAC) results
from an encryption function.

* The MAC is a cryptographic checksum that provides an integrity service. The
most common method to generate a MAC using block ciphers is CBC-MAC,
where a part of the last block of the chain is used as a MAC.

* The resultant message and MAC of the message once received by the receiver
can be checked by encrypting the messaﬁe received again by the key and
comparing it with the MAC received from the sender. If they both match, then
the rge(sjsage has not modified by unauthorized user thus integrity service is
provided.

Cryptographic hash mode

* Hash functions are primarily used to compress a message to a fixed-length
digest. In cryptographic hash mode, block ciphers are used as a compression
function to produce a hash of plaintext.



Data Encryption Standard

* The Data Encryption Standard (DES) was introduced by the U.S.
National Institute of Standards and Technology (NIST) as a standard
algorithm for encryption.

* DES uses a key of only 56 bits, which raised some concerns.

* This problem was addressed with the introduction of Triple DES
(3DES), which proposed the use of a 168-bit key by means of three
56-bit keys and the same number of executions of the DES algorithm,
thus making brute force attacks almost impossible.

* However, other limitations, such as slow performance and 64-bit
block size, were not desirable.



Advanced Encryption Standard

* Rijndael invented by cryptographers Joan Daemen and Vincent Rijmen was
standardized as Advanced Encryption Standard (AES) with minor modifications by NIST.

* So f?qr, 30 attack has been found against AES that is more effective than the brute-force
method.

* In the AES standard, however, only a 128-bit block size is allowed. However, key sizes of
128-bit, 192-bit, and 256-bit are permissible.

How AES works

* During AES algorithm processing, a 4 x 4 array of bytes known as the state is modified
using multiple rounds.

* Full encryption requires 10 to 14 rounds, depending on the size of the key.

* Once the state is initialized with the input to the cipher, four operations are performed
in four stages to encrypt the input.

Key size | Number of rounds required
128-bit |10 rounds
192-bit |12 rounds
256-bit | 14 rounds




* These stages are:

1.

In the AddRoundKey step, the
state array is XOR'd with a
subkey, which is derived from
the master key

SubBytes is the substitution step
where a lookup table (S-box) is
used to replace all bytes of the
state array

The ShiftRows step is used to
shift each row to the left, except
for the first one, in the state
array to the left in a cyclic and
incremental manner

Finally, all bytes are mixed in the
MixColumns step in a linear
fashion, columnwise
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AFES block diagram, showing the first round of AES encryption. In the last round, the mixing step is not performed




Asymmetric Cryptography



Asymmetric cryptography

* Asymmetric cryptograph
that is used to encrypt t

decrypt the data.
* This is also known as public key cryptography. It uses both public and

private keys to encrypt and decrypt data, respectively.

refers to a type of cryptography where the key
e data is different from the key that is used to
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e Security mechanisms offered by public key cryptosystems include key
establishment, digital signatures, identification, encryption, and
decryption.

* Key establishment mechanisms are concerned with the design of
protocols that allow the setting up of keys over an insecure channel.

* Non-repudiation services, a very desirable property in many scenarios, can
be provided using digital signatures.

It is important not only to authenticate a user but also to identify the
entity involved in a transaction. This can also be achieved by a
combination of digital sighatures and challenge response protocols.

* The encryption mechanism to provide confidentiality can also be obtained
using public key cryptosystems, such as RSA, ECC, and EIGammal.

* Public key algorithms are slower in terms of computation than symmetric
key algorithms. Therefore, they are not commonly used in the encryption
of large files or the actual data that requires encryption.



Mathematical functions of Asymmetric mechanisms

* Public key cryptography algorithms are based on various underlying mathematical
functions. The three main categories of asymmetric algorithms are described here.

Integer factorization

. ]Icnteger factorization schemes are based on the fact that large integers are very hard to
actor.

* RSA is the prime example of this type of algorithm.
Discrete logarithm

* A discrete logarithm scheme is based on a problem in modular arithmetic. It is easy to
calculate the result of modulo function, but it is computationally impractical to find the
exponent of the generator.

For example: 3° mod 10 =9

* Now, given 9, the result of the preceding equation finding 2 which is the exponent of
the generator 3 in the preceding question, is extremely hard to determine.

 Diffie-Hellman key exchange and digital signature algorithms uses this technique.



Elliptic curves

* The elliptic curves algorithm is based on the discrete logarithm problem
discussed earlier but in the context of elliptic curves. An elliptic curve is
an algebraic cubic curve over a field, which can be defined by the
following equation. The curve is non-singular, which means that it has no

cusps or self-intersections. It has two variables a and b, as well as a point
of infinity.

) 3
y =x"+ax+b

* Here, a and b are integers whose values are elements of the field on
which the elliptic curve is defined. Elliptic curves can be defined over real
numbers, rational numbers, complex numbers, or finite fields. For
cryptographic purposes, an elliptic curve over prime finite fields is used
instead of real numbers. Additionally, the prime should be greater than 3.
Different curves can be generated by varying the value of a and/or b.



Public and Private keys

* A private key, as the name suggests, is a randomly generated number that
is kept secret and held privately by its users.

* Private keys need to be protected and no unauthorized access should be
granted to that key;, otherwise, the whole scheme of public key
cryptography is jeopardized, as this is the key that is used to decrypt
messages.

* Private keys can be of various lengths depending on the type and class of
algorithms used.

* For example, in RSA, typically a key of 1024-bits or 2048-bits is used. The
1024-bit key size is no longer considered secure, and at least a 2048-bit key
Size is recommended.



Public and Private keys

* A public key is freely available and published by the private key owner.
Anyone who would then like to send the publisher of the public key an
encrypted message can do so by encrypting the message using the
published public key and sending it to the holder of the private key.

* No one else is able to decrypt the message because the corresponding
private key is held securely by the intended recipient.

* Once the public key encrypted message is received, the recipient can
decrypt the message using the private key.

* Two examples of asymmetric key cryptography: RSA and ECC.

* RSA is the first implementation of public key cryptography whereas ECC is
used extensively in blockchain technology.



Rivest—-Shamir—Adleman (RSA)

* This type of public keY cryptography is based on the integer factorization problem, where the
multiplication of two large prime numbers is easy, but it is difficult to factor it (the result of
multiplication, product) back to the two original numbers.

* An RSA key pair is generated by performing the following steps:

1. Modulus generation:
* Select p and g, which are very large prime numbers
 Multiply p and g, n=p.qg to generate modulus n

2. Generate co-prime:

e Assume a number called e.

» e should satisfy a certain condition; that is, it should be greater than 1 and less than (p-1) (g-1). In other
words, e must be a number such that no number other than 1 can divide e and (p-1) (g-1). This is called co-
prime, that is, e is the co-prime of (p-1) (g-1).

3. Generate the public key:

* The modulus generated in step 1 and co-prime e generated in step 2 is a pair together that is a public key.

This part is the public part that can be shared with anyone; however, p and g need to be kept secret.
4. Generate the private key:

* The private key, called d here, is calculated from p, g, and e. The private key is basically the inverse of e
modulo (p-1) (g-1). In the equation form, it is this as follows:

ed =1 mod (p-1) (g-1)



Encryption and decryption using RSA

* RSA uses the following equation to produce ciphertext:
C=P°modn

* This means that plaintext P is raised to e number of times and then
reduced to modulo n.

* Decryption in RSA is provided in the following equation:
P =C%mod n

* This means that the receiver who has a public key pair (n, e) can
decipher the data by raising C to the value of the private key d and
reducing to modulo n.



Elliptic Curve Cryptography

e Elliptic Curve Cryptography (ECC) is based on the discrete logarithm problem
founded upon elliptic curves over finite fields (Galois fields). The main benefit
of ECC over other types of public key algorithms is that it requires a smaller
key size while providing the same level of security as, for example, RSA.

* Two notable schemes that originate from ECC are the Elliptic Curve Diffie-
Hellman (ECDH) for key exchange and Elliptic Curve Digital Signature
Algorithm (ECDSA) for digital signatures.

* ECC can also be used for encryption, but it is not usually used for this purpose
in practice. Instead, it is used for key exchange and digital signatures
commonly.

* As ECC needs less space to operate, it is becoming very popular on embedded
platforms and in systems where storage resources are limited.

* By comparison, the same level of security can be achieved with ECC only using
256-bit operands as compared to 3072-bits in RSA.



* An elliptic curve is defined in the following equation: /

&% |

-2 0 2 4

* Here, A and B belong to a finite field Zp or Fp (prime finite field) along with a special
value called the point of infinity. The point of infinity (e<) is used to provide identity
operations for points on the curve.

* Furthermore, a condition also needs to be met that ensures that the equation
mentioned earlier has no repeated roots. This means that the curve is non-singular.

* To construct the discrete logarithm problem based on elliptic curves, a large enough
cyclic group is required. First, thefgroup elements are identified as a set of points that
satisfy the previous equation. After this, group operations need to be defined on
these points.

 Group operations on elliptic curves are point addition and point doubling. Point
addition is a process where two different points are added, and point doubling
means that the same point is added to itself.



ECC is based on the properties of a set of
values for which operations can be performed
on any two members of the group to produce
a third member, which is derived from points
where the line intersects the axes as shown
with the green line and three blue dots in the
below diagram labeled A, B and C.

Multiplying a point on the curve by a number
produces another point on the curve (C).
Taking point C and bringing it to the mirrored
point on the opposite side of the x-axis
produces point D.

From here, a line is drawn back to our original
point A, creating an intersection at point E.

This process can be completed n number of
times within a defined max value.

The n is the private key value, which indicates
how many times the equation should be run,
ending on the final value that is used to
encrypt and decrypt data.

The maximum defined value of the equation
relates to the key size used.
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Point addition

* This is a geometric representation of * a
point addition on elliptic curves. In this ‘
method, a diagonal line is drawn \

through the curve that intersects the \ ’,“"/' e,

curve at two points P and Q, which \ P
vields a third point between the curve 7N

and the line. This point is mirrored as / \.\E\__/‘ |
-

P+Q, which represents the result of the |
addition as R. |

(X1, yl) + (Xz, yz) = (Xs, ys) |' \\
* The equation of point addition is as /7 ONN

follows: i N\ |
2 \
X3 =5%-X,-X, mod p \

y3=5(x;-X3)-y, modp W
* sin the preceding equation depicts the
line going through P and Q.

Y.-Y
S=% mod p
( 2 1) Point addition over R
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y2=x3+7x+llnverﬁ'23

27 solutions

P (12, 12)

Q7,9
R (20, 20)

I=|‘yP-yQ) *(:!:P-xQ)‘lmudp
=3 *51mod 23
=3 * 14 mod 23
=19
*Rr P
=361-12 - 7mod 23
=20
yR=-yP+I*{rP-xR)mudp
= -12+19 * (12 - 20) mod 23
= 11+19 * 15 mod 23
= 11 +9 mod 23
=20

=R -x -meudp

P+ 0 =R= (20, 20).



* As an example, to show how the equation is satisfied by the points
shown in the graph, a point (x, y) is picked up where x =3 and y = 6.

* Using these values shows that the equation is indeed satisfied:

vy mod 23 =x" +7x+11mod 23

|ﬁ‘1 mod23 =3+ 7(3)4—1 | maod 23

36mod 23 =59 mod 23




Point doubling

* The other Froup operation on elliptic
curves is called point doubling. This Is a
process where P is added to itself. In this
method, a tangent line is drawn through
the curve, as shown in the following graph.
The second point is obtained, which is at
the intersection of the tangent line drawn
and the curve.

* This point is then mirrored to yield the
result, which is shown as

2P=P+P:

* |In the case of point doubling, the equation
becomes:

N, =8 —X —X, mod p

h]

VY, =8 (..‘rl - X, ) —y,mod p

¢ - 3x7+a

2 Y Graph representing point doubling over real numbers
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£(12,11)
R3,17)

I=(3;1:P2+a) *(Zyp)'lmuﬂp
=439 *22-1 mod 23

=2 *22 mod 23

=21

xR=Iz-1meodp
=441 - 24 mod 23

=3

=-yP+I*(xP-xR) mod p
= -11+21 *({12 - 3) mod 23
= 12+21 *9 mod 23

= 12 +5 mod 23

17

Yr

2P=R=(3,17).



ECC Encryption

 Alice and Bob first agree to use the same curve and a few other parameters,
and then they pick a random point G on the curve.

« Both Alice and Bob choose secret numbers, or private keys, (a, B). Alice
multiplies the point G by itself a times, and Bob multiplies the point G by itself 3
times.

« Each arrives at new points A=aG and B=G where they then exchange the
points with one another. Starting at the new points, Alice and Bob again multiply
their new point by their own secret number.

« Bob and Alice multiply their secret number by the point they receive to generate
the secret S. This works because:

Shared Secret = S =a(BG)=G(aG)



ECC vs RSA:

Key Length Comparison

RSA key sizes (bits) [ Elliptic curve key sizes (bits)
1024 160
2048 224
3072 256
7680 384
15360 521

ECC Visualization and Mechanism: https://curves.xargs.org/



https://curves.xargs.org/

